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1. Overview

=2 EMEe 2EREEE®O0| AWS Marketplace 0| A E0Oi5H= AWS WAF 2|8 %(Managed
Rules)?! "Cloudbric Rule Set; & 753t Web ACL 0ff H83t= WS MHB7| [

e s LT

1.1 Cloudbric Rule Set 0| t?

SEREE20|M JiYst AWS WAF 22[d 12 (Managed Rules) LTt S2t*EE22 Of0tE &
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1.2 Cloudbric Rule Set & &:
o|& =L
OWASP Top 10 54 Ol OtAIOF Ef Y A HRe 16 ¢ Ut EX| ATl Exjst
Rule Set Cloudbric WAF+2| X|sd EX| 22 733t +HC 2 X5 EX|
a2 w2t DER SO Jio] 20N HIZARQ I Ht SE2 Fets| 24X 5o
OWASP Top 10 0l &%t SQL Injection, Cross Site Scripting(XSS) & &
FUAPo=REH EgLCt
Malicious IP Reputation Cloudbric Labs 2| 95 7i= 700,000 7§ O|4 AIO|EOfA] Of =% &
S 283 192

PBEE 2l 9
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Rule Set
HEHA 277 SRS CHYot RIS AlEst=0 BT AlZHE E0|1 ¢
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Tor IP Detection 2AS 20| HEQYIE S8 QEU E2TE 2HRESIY EfE Q|
Rule Set ENE 2AY5t= Tor HEtR A7 - Q SHC 2 A& = 429
osfE UX|St= o =22 FO AOIE X & ofZ2|A 0|40 CHot IS
T =8l2 277 oL}
Bot Protection otoldE X gh= 2 2 EF AYUS JdHSt= o4d Bot 2 ERfEHE
Rule Set EFX|8ta KHEHsEO] A1 ERE| (ATO, Account Takeover), 232,
OfZ 2|7 0|4 DDoS & & Ist 2/ Bot 0f 2|3t S22 W0{s5t0] LHE
ofltgtL ot
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https://aws.amazon.com/marketplace/pp/prodview-67jstscio2zyg
https://aws.amazon.com/marketplace/pp/prodview-7nz7liivgnhbu
https://aws.amazon.com/marketplace/pp/prodview-b6za3eofmlxsk?sr=0-3&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-wdyqkecr6b7ig?sr=0-3&ref_=beagle&applicationId=AWSMPContessa

2. Cloudbric Rule Set A17d HitH

AWS WAF 0| A Cloudbric Rule Set 2 &°8d35t2{H HX AWS Marketplace € &3l Cloudbric Rule
Set 2 P E8}0f BtL|Ct, 50| 22 E[H AWS WAF 220 A Web ACL Of Cloudbric Rule Set &
8o = JEL|C} E3H Cloudbric Rule Set 2| BT ME I} Amazon SNS(Simple Notification

Service)2 &% YHO|E &S ¥ = ASLICH

2.1 Cloudbric Rule Set T+ 8}7]

e Step1
AWS Marketplace 0 % & AWS AE2o2 218t T},

X AWS Marketplace: https://aws.amazon.com/marketplace/

awsmatepiace (Y @

About + Categories Delivery Methods v Solutions + AWSIQ ¥ Resources YourSaved List Partners  Sell in AWS Marketplace = Amazon Web Services Home  Help

e Step 2

Z{ A £0] “Cloudbric Rule Set’S 4

aws markeplac

1=

0
ol
i
k=)
2]
o
Ot
|
O
o
oju
mjo
rx
il
o
-
il

About ¥ Categories + Delivery Methods + Solutions v AWSIQ + Resources v Your Saved List Partners  Sell in AWS Marketplace ~ Amazon Web Services Home  Help
Refine results Cloudbric Rule Set (2 results) showing 1 - 2 1 &
Sort By: Relevance v
Categories
Infrastructure Software (2) cloudbric %
By Cloudbric Corp.
¥ Delivery methods Jokkk T 4 AWS reviews | 13 external reviews
Saas (2)

The AWS WAF rule set from Cloudbric is based on Cloudbric's logic engine, which had the leading
marketshare in the APAC market for five consecutive years. The intelligent logic-based rules

¥ Publisher analyze millions of traffic logs and detect abnormal patterns and behaviors such as SQL Injections
Cloudbric Corp. (2) and...

¥ Pricing model cloudbric Cloudbric Managed Rules for AWS WAF - Malicious IP Reputation Rule Set
Usage Based (2) By Cloudbric Corp.

Fokdkok 1 AWS review | 13 external reviews

¥ Pricing unit The Malicious IP Reputation set provides a list of IPs with a high threat index, compiled by
Custom Units (2) Cloudbric Labs via analyzing the data collected from over 700,000 sites in 95 countries daily.
Cloudbric’s Malicious IP Reputation greatly reduces the time and effort needed to identify the
threats to...

¥ Average rating
Fodokoks & up (2)
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https://aws.amazon.com/marketplace/

e Step 3

MEHSE K| E0| ME HEZE 29l = [Continue to Subscribe] HHE S MENSHL|CY,

. Cloudbric Managed Rules for AWS WAF -
clouddric AP Top 10 Rule Set ——

Sold by: Cloudbric Corp.

Cloudbric utilizes a logic-based intelligent WAF engine that was voted as Asia
Pacific's no.1 for 5 consecutive years. Automated updates ensures it protects

~ Show more

ik s 4 AWS reviews | 13 external reviews @

o Step 4
FE ofghat 714 HeE 20l £ [Subscribe] HES MEst0o] 15 e@$tLICH

Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set

You are currently not subscribed to this product. Once you begin your subscription,

you will be charged for your accumulated usage at the end of your next billing cycle Subscribe

based on the costs listed in Pricing information on the right. __I}_A
By subscribing to this software, you agree ic the pricing ferms and the

seller's End User License Agreement (EULA). You also agree and

acknowledge that AVWS may share information about this transaction

o Step5
Cloudbric Rule Set +=0| &2 & & LICt O|X| Cloudbric Rule Set & X83}7| 2/l [Set Up

Your Account] HE& MESIO| AWS WAF 22 0|5 gL LY.

Congratulations! You are now subscribed!

To begin using this software, you will be redirected to the Cloudbric Managed Rules
for AWS WAF - OWASP Tep 10 Rule Set website. Simply click the button below to set up
your account and complete your registration. If you are unable to complete your
registration, you can always return here through the Your Software page on AWS
Marketplace.

Set UE Your Account !
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2.2 Cloudbric Rule Set X g3}7|

e Step1
AWS WAF Z&0f &g Ct

X AWS WAF ZZ: https://console.aws.amazon.com/wafv2/

aws

HHA | Q Zu

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks (D)

IP sets
Regex pattern sets
Rule groups

AWS Marketplace

e Step 2

Security, Identity, and Compliance

AWS WAF
Protect your web applications

from common web exploits

AWS WAF is a web application firewall service that lets you monitor web requests that are
forwarded to an Amazon AP| Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you
specify, such as the IP addresses that the requests originate from.

~_a _a_ a0 ___"sl__muais Aarar

Web ACL U 50| A Cloudbric Rule Set & M8% Web ACL O|E& MEiTIL|CE,

CUCRN N

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks QD)

IP sets

PUBLIC

AWS WAF Web ACLs

Web ACLs info

Q

Name A Description

example -



https://console.aws.amazon.com/wafv2/

e Step 3
Siieh Web ACL 2| [Rules] # 22 0|53t F [Add rules] HE0|A [Add managed rule

groups]a ME{BtLICY,

example_a cl ‘ Download web ACL as JSON |

Overview ‘ Rules ‘ Bot Control ‘ Associated AWS resources Custom response bodies ‘ Logging and metrics ‘

CloudWatch Log Insights @

Rules (0) Edit Delete Add rules &
[

| Q I Add managed rule group&
Add my own rules and rule groups
o Step 4
=3t Cloudbric Rule Set £ &d%tot 7| [Add rules] HE2 MEigtL|Ct

X HAEEZ PIX Mo H [Edit] HEE €81 7 Rule S/ Action £ ‘count’Z Af &9/S}A|H &L/},

Add managed rule groups

Managed rule groups are created and maintained for you by AWS and AWS Marketplace sellers.

» AWS managed rule groups

v Cloudbric Corp. managed rule groups

Name Capacity Action

Malicious IP Reputation Rule Set

Cloudbric Labs provides a comprehensive list of Malicious |P Reputation C) Add to web ACL
based on threat intelligence gathered from over 700,000 sites in 95 5]

countries, reducing the amount of time required for identifying and

processing, and in turn, helping minimizing the damages caused by these

threats.

(& Add to web ACL
OWASP Top 10 Rule Set

Cloudbric utilizes a logic-based intelligent WAF engine that was voted as 1400
Asia Pacific’s no.1 for 5 consecutive years. Automated updates ensures it

protects against the OWASP Top 10 vulnerabilities and new threats.
e IR

(15] PUBLIC




e Step5

Cloudbric Rule Set 2 25 2'd2te 4% Malicious IP Reputation Rule Set O|
X

OIX M8 =2 M9 (Priority)E HHE Tl [Save] BHES MEotol Xg2 ARFLIC

=

Set rule priority e

Rules

If a request matches a rule, take the corresponding action. The rules are pricritized in order they appear.

¥ Move down

Name

Capacity Action
o CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet 6 Use rule actions
CloudbricCorp-Cloudbric_OWASPTop 10RuleSet 1400 Use rule actions

e Step 6
El H o B o
Web ACL 2| [Rules] B 0|A Cloudbric Rule Set 0] &%l Z{& olgtL|C},
©® Success X
You successfully updated the web ACL example_acl.
AWS WAF Web ACLs example_acl
exampl_e acl ‘ Download web ACL as JSON |
Overview Rules Bot Control Associated AWS resources Custom response bodies Logging and metrics CloudWatch Log Insights @
wues 2
Q 1 @
Name Action Priority Custom response
CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions 0
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1

= PUBLIC




2.3 Cloudbric Rule Set HX MEHS}7|

e Step1
AWS WAF Z2&0 M&2L|Ct

X AWS WAF ZZ: https://console.aws.amazon.com/wafv2/

aws

HHA | Q Zu

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks (D)

IP sets
Regex pattern sets
Rule groups

AWS Marketplace

e Step 2

Security, Identity, and Compliance

AWS WAF
Protect your web applications

from common web exploits

AWS WAF is a web application firewall service that lets you monitor web requests that are
forwarded to an Amazon AP| Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you
specify, such as the IP addresses that the requests originate from.

~_a _a_ a0 ___"sl__muais Aarar

Web ACL MMM Cloudbric Rule Set 2] ™ & MEHSH Web ACL O|E& MEHBL|LCT

aws g

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks QD)

IP sets

PUBLIC

AWS WAF Web ACLs

Web ACLs info

Q

Name A Description

example -



https://console.aws.amazon.com/wafv2/

e Step 3

S E Web ACL 2| [Rules] 12 2 0|53t F Cloudbric Rule Set & M 33l 1 [Edit] HES

Meguc

example_acl

| Download web ACL as JSON |

Overview ‘ Rules | Bot Control Associated AWS resources Custom response bodies Logging and metrics | CloudWatch Log Insights @
Rules (2) ‘ Eqit | | Delete | ‘ Add rules ¥ |
| Q Find rules | 1y @
-] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions )

‘ CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1 -

X BA, i EF 7/&2 OWASP Top 10 Rule Set 0f 22101 A&

o Step 4

&z YsLict

0|88} 1X} 8= Cloudbric Rule Set 2] H{F S ME = [Save rule] HES MENSI] M™S

22 L}

OWASP Top 10 Rule Set

Description

Cloudbric utilizes a logic-based intelligent WAF engine
that was voted as Asia Pacific's no.1 for 5 consecutive
years. Automated updatas ensures it protects against
the OWASP Top 10 vulnerabilities and new threats.

Version

Default (using an unversicned rule group) v

Capacity
1400
Amazon SNS topic

Subscribe to notifications about this rule group from its provider.

arm:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_

XBIAE Default( 713 /4 HIF) BIE AFefd L2, £2 Rule o T8 2/L|0/E mje} 7|Z HEXE HEFE ofF &/L/Ch,
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2.4 Cloudbric Rule Set ¢H|0|E &t M|

e Step1
AWS WAF Z2&0 M&2L|Ct

X AWS WAF ZZ: https://console.aws.amazon.com/wafv2/

aws

HHA | Q Zu

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks (D)

IP sets
Regex pattern sets
Rule groups

AWS Marketplace

e Step 2

Security, Identity, and Compliance

AWS WAF
Protect your web applications

from common web exploits

AWS WAF is a web application firewall service that lets you monitor web requests that are
forwarded to an Amazon AP| Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you
specify, such as the IP addresses that the requests originate from.

~_a _a_ a0 ___"sl__muais Aarar

Web ACL MMM Cloudbric Rule Set 2] ™ & MEHSH Web ACL O|E& MEHBL|LCT

aws g

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks QD)

IP sets

PUBLIC

AWS WAF Web ACLs

Web ACLs info

Q

Name A Description

example -



https://console.aws.amazon.com/wafv2/

e Step 3
1= Web ACL Q| [Rules] 122 0| =3t | Cloudbric Rule Set & M A3 [Edit] HES

Meguc

examp[e acl | Download web ACL as JSON |
Overview ‘ Rules | Bot Control Associated AWS resources Custom response bodies Logging and metrics | CloudWatch Log Insights @
Rules (2) ‘ Eqit | | Delete | ‘ Add rules ¥ |
‘ Q, Find rules | < 1 > (O]
-] Name Action Priority Custom response
O CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions ) -

‘ CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1 -

o Step 4

Cloudbric Rule Set 2] Amazon SNS(Simple Notification Service) topic ARN(Amazon
Resource Name)S =21 810] S AtSH &, Amazon SNS topic ARN 2 M Eis Amazon SNS 2|

YH0lE €8 S HO|X|= O|sgH Lt

=

OWASP Top 10 Rule Set

Description Version

Cloudbric utilizes a logic-based intelligent WAF engine Default {using an unversioned rule group) v
that was voted as Asia Pacific’'s no.1 for 5 consecutive

years. Automated updates ensures it protects against Capacity

the OWASP Top 10 vulnerabilities and new threats. 1400
Amazon SNS topic

Subscribe to notifications about this rule group from its provider.

arn:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_10_Notifications &

(15] PUBLIC




e Step 5

Cloudbric Rule Set 2| 2H|0|E Y22 27|22t Protocol 1t Endpoint & & &g L|LC}.
-Topic ARN: S A}$ Cloudbric Rule Set 2] Amazon SNS topic ARN 2 .

-Protocol: Email 2 EH,

i A orgte A =13 ol R AE Ol
-Endpoint: &H|0IE &S 42 o|HE =25 YUE.

Amazon SNS X .
Details

Dashboard
Topic ARN

Topics
| Q, arm:aws:sns:us-east-1:079609876149:Cloudbric_OWASP_Top_10_Notifications X |

Subscriptions

) Protocol
v Mobile The type of endpoint to subscribe
Push notifications | Email v |

Text messaging (SMS)
Endpoint

Origination numbers 3 )
An email address that can receive notifications from Amazon SNS.

test@cloudbric.com |

@ After your subscription is created, you must confirm it. Info

X Email £/S/ Protocol £ &3ff ZH/0/E 2'EE 0/&8 &-2 & ?2# Protocol 0f 2= Endpoint £ 2/ /3T L.

e olH Y T2 MEE AWS 2| 2T W Z0A ‘Confirm subscription’s =50
A

You have chosen to subscribe to the topic
arn:aws:sns:us-east-1:000000000000:cloudbric

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):

Confirm subs%iption

Flease do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation requests please send an email to sns-opt-out

PUBLIC




3. Cloudbric Rule Set sii&| &'H

Cloudbric Rule Set 2 [ O|4& AFESHA| U2 42 75 30| F1t&[X| $224H AWS Marketplace
= F2e 2H AWS WAF 2£2| 2= Web ACL 0| M Cloudbric Rule Set & A A|si{OF gFL|Ct, Eot

Cloudbric Rule Set 2| HHOIE Y&S &0 QUCHH 0| Ot 2370 FIHE|X| =5 Amazon

SNS(Simple Notification Service)M|A Cloudbric Rule Set 2| RGO E & 2hS AbF|s|{OF Tt L},

X Web ACL 0 &£l Cloudbric Rule Set 0] 5011 FEEF H48 &2 250/ ALH o= HAEL/L.

X Amazon SNS(Simple Notification Service) 9)A] Cloudbric Rule Set O/ &/GJ0/E LEHS AtX8}X] Yo LEt 4T 0/&80)

oz 250 H7E + QgL

3.1 Cloudbric Rule Set & F A 38}7|

e Step1
AWS Marketplace 75 #2| 250 Z&2LCt

X% AWS WAF ZZ: https://console.aws.amazon.com/marketplace/home# /subscriptions

Q, AWS Marketplace Subscriptions

Aarketplace Subscriptions' &4

AH| A

7I5 (178)
2|4~ New

227 (1,594)

e Step 2
[T5 22]] RN 52 FAT Cloudbric Rule Set 9| [#2]] HHES MEHSHL|CY,

cloudebric Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set
ol ©|5}l Cloudbric Corp.

B g QA 7

Saas HletA

HE 23

i
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https://console.aws.amazon.com/marketplace/home#/subscriptions

e Step 3

SHEtO] AbA 2 QB 0| [SHUIOIM [T5 HA]S Meptc,

29

HE

Cloudbric Managed Rules for AWS
WAF - OWASP Top 10 Rule Set

HE e HME D
Saas 7823f6b8-cfa3-45f3-8474-
94fe5e418cdc

HE

H2%M

THOHAY
Cloudbric Corp. [4

e

A4A

HE 2ZE
Ag A E
=7| m7|

-

dn

s}

i3
i

=y

=

_I

-
Jn

b
b

2
2
»

e Step 4
OOl =7 27t et LHE =0 H=et 7 [0, +5 F&] HES MESI0 75

=g

i

S E X

0| Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule Set [4 52 #£9}
AZSUMN 752 FA5H AZEY o0 M AT = glH UL

A O] TSI THEE B E 2|22 O G o|H 7 AHELCH 4FEE =0 0] HolEs

=238 2 gl

TEE& F20tH 25 Cloudbric Managed Rules for AWS WAF - OWASP Top 10 Rule
Set 2|29 KO B 7t MH E|D O] HIO|HE ST = gilt= B & ¢ elsUCh
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3.2 Cloudbric Rule Set 4| 5}7|

e Step1
AWS WAF Z&0f &g Ct

X AWS WAF ZZ: https://console.aws.amazon.com/wafv2/

aws

HHA | Q Zu

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks (D)

IP sets
Regex pattern sets
Rule groups

AWS Marketplace

e Step 2

Security, Identity, and Compliance

AWS WAF
Protect your web applications

from common web exploits

AWS WAF is a web application firewall service that lets you monitor web requests that are
forwarded to an Amazon AP| Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you
specify, such as the IP addresses that the requests originate from.

~_a _a_ a0 ___"sl__muais Aarar

Web ACL U0 A Cloudbric Rule Set & AX& Web ACL O|E& MEiSHL|CE,

CUCRN N

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control

Application integration
soks QD)

IP sets

PUBLIC

AWS WAF Web ACLs

Web ACLs info

Q

Name A Description

example -



https://console.aws.amazon.com/wafv2/

e Step 3
[Rules] §12 2 0|53t F AX|Z Cloudbric Rule Set & M|335l1 [Delete] HES MEdTHL|Ct
examp[e_ac[ ‘ Download web ACL as JSON |
Overview | Rules | Bot Control Associated AWS resources Custom response bodies ‘ Logging and metrics ‘ CloudWatch Log Insights@
Rules (1) ‘ Edit | ‘ Deleteﬂ | Add rules ¥ |
| Q, Find rules < 1 > &
Name Action Priority Custom response
‘ CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 0 - ‘
e Step 4
‘delete’E EO|E3t | [Delete] HHES MEHSIO] MK E 2tESL(CE
Delete b158eb34-3607-4de1-a8e1-d0c50f3e3f23? X
ﬁ Are you sure you want to remove CloudbricCorp-
Cloudbric_OWASPTop10RuleSet from the web ACL?
This will remove the selected rules from the web ACL.
To confirm deletion, type "delete" in the field
delete
e RS
PUBLIC




3.3 Cloudbric Rule Set YH|0|E 22 AH|35}7|
e Step1
Amazon SNS(Simple Notification Service) 2&0 & gtL|Ct,
% Amazon SNS(Simple Notification Service) ZZ: https://console.aws.amazon.com/sns/home

aws i services | Q S Aless] | B £ (@  Ohiov  test@cloudbric.com @ 0000-0000-0000 ¥

Amazon SNS X

Application Integration

Dashboard

Amazon Simple

Notification Service
o Pub/sub messaging for
microservices and serverless

applications.

Am durab

e Step 2

Subscriptions M| 70| A Cloudbric Rule Set o] HO|E 2t 2t Qf

rir

IDE M

ot

A

[Delete] S ME4TILICE

Amazon SNS x Amazon SNS > Subscriptions
Dashboard Subscriptions (3) [ [} j
Topics | Q, Search |

Subscriptions

ID A| Endpeint v | Status
¥ Mobile

Push notifications ‘ [ ] 00000000-0000-0000-0000-000000... test@cloudbric.com @ Confirmed

Text messaging (SMS)

Qrigination numbers

PUBLIC


https://console.aws.amazon.com/sns/home

e Step 3

YHOIE AT ALK =0l A [Delete]S MEHSIY YPHO|E ATl AHE JtmefL(Ct

—

Delete subscription b 4

Are you sure you want to delete this subscription? You can't undo this action.

—

PUBLIC




4. Cloudbric Rule Set 02| Mg

Cloudbric Rule Set O M Y&l 2F S AtHHot=s 2EO0| LHEH 2E0| St 578 Rule 2

Action € ‘Count’Z i ‘E2|5}0] XHEHE|X| GEES O 2 X 2|3{O0F LTt SkX

=
o
tu
o
el
12
10
1
ro

27 Eot A EE[= 0| ZdY + ASLICH Rule 02| M2| Fit 20| 7|5

0

o
=
QEO| Lot £ miEHTH o Q M2|5t2{H Label 7|8 AFEX}F HO| Rule & 7150 02| A2|

X Cloudbric OWASP Top 10 Rule Set 9/ 2 Rule 0= Label 0] & &/0f 2l&L/CF
X IP Z]8tS/ Cloudbric Rule Set 2 IP F= E£9/ && £4 02 Z =9/ |abel 0] T /0] X Z&L/L).

alel Xel/7} BrstIP 7f Y& E2 5 IP £ 3/&3/E Rule £ 4&3A/H L/,

4.1 Rule Action ‘Count’ d%5}7|

e Step1
AWS WAF 20| M &3 Ct,

X AWS WAF Z£: https://console.aws.amazon.com/wafv2/

WAF & Shield Security, Identity, and Compliance

v AWS WAF AWS WAF

Getting started

Protect your web applications

Bot Control

from common web exploits

AWS WAF is a web application firewall service that lets you monitor web requests that are
IP sets forwarded to an Amazon API Gateway API, an Amazon CloudFront distribution, or an

Application integration

soks (2D

PUBLIC


https://console.aws.amazon.com/wafv2/

e Step 2
Web ACL O|70| A Cloudbric Rule Set & & 2%t Web ACL 0|2

mjo
>~
m
=
o
I~
Ia}

WAF & Shield X AWS WAF Web ACLs

v AWS WAF Web ACLs info

Getting started

Q

Web ACLs

Bot Control Name A Description

Application integration
SDKs @ example % -

IP sets

e Step 3

[Rules] 82 2 0|53t F Cloudbric Rule Set & M|3A35I1 [Edit] HES MEigtL|Ct,

examp[e acl | Download web ACL as JSON |
Overview Rules Bot Control Associated AWS resources Custom response bodies Logging and metrics CloudWatch Log Insighls@
Rules (2) ‘ Ecﬁg | | Delete | ‘ Add rules ¥ |
Q 1 @
-] Name Action Priority Custom response
CloudbricCorp-Cloudbric_MaliciousIPReputationRuleSet Use rule actions o]
CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions 1
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o Step 4
olel Xz|7t 2 ast Rule 2| Action S ‘Count’Z X HO| = [Save rule] HES MEiSIY 0f

Me|E gtz o,

OWASP Top 10 Rule Set Rules

You can override rule actions for all rules and for individual rules. For a single rule, use the dropdown to specify an override action or to

remove an override.

Override all rule actions

‘ Choose rule action override v ‘

Cloudbric_BufferOverFlow

Remove all overrides

Cloudbric_X55_1

Cloudbric_X55_2

‘ Choose rule action override v ‘

Choose rule action override

‘ Choose rule action override

|

Cloudbric_SQLInjection_URL

‘ Choose rule action override v ‘

Cloudbric_SQLInjection_Header_2

‘ Choose rule action override v ‘

Cloudbric_RequestHeaderFiltering

‘ Choose rule action override v ‘

Q|

Allow
Block

Count I

CAPTCHA
Challenge

9 Remove Override

Cloudbric_S5QLInjection_Header_1

‘ Choose rule action override

|

Cloudbric_RequestMethodFiltering

‘ Choose rule action override

|

Cloudbric_StealthCommanding_B
1

ody

‘ Choose rule action override

|
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4.2 Label 7|8t 02| X 2| Rule F7}5}7]
e Step1
Web ACL 0| A [Rules] ¥ 22 0|Z3t 5| [Add rules] HE0]|A [Add my own rules and

rule groups]= MEISIY] Al Rule & d-dgL|Ct.

example_a cl ‘ Download web ACL as JSON ‘

Overview ‘ Rules ‘ Bot Control ‘ Associated AWS resources ‘ Custom response bodies ‘ Logging and metrics ‘

CloudWatch Log Insights @

Rules (1) Edit Delete Add rules &

) Add managed rule groups
| Q Find rules | 9 group

Add my own r|.|le§|r|d rule groups ‘

O Name Action Priority Custom response

] CloudbricCorp-Cloudbric_OWASPTop10RuleSet Use rule actions o -

e Step 2
2 7119f statement £ SE55tH LX[SGIEE TH =S 'AND'Z M ESIL(C

- If a request: matches all the statements (AND)

If a request ‘ matches all the statements (AND) A ‘

matches the statement

matches all theﬁ:atements (AND) ‘
L]
matches at least one of the statements (OR)

doesn't match the statement (NOT)
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Step 3

Statement 1 2 "4.1,0A 02| X2|$t Rule It LX|StHE 2T S YO ZE AAMSIEE
golgtLct,

- Inspect: Has a label &Y

- Match key: 02| X2| =l Rule Of 3%t ‘Label 0|5 2

If a request ‘ matches all the statemants (AND) v ‘

Statement 1

Negate statement (NOT)
Select this to match requests that don't satisfy the statement criteria.

[ | Megate statement results

Inspect

Has a label v

Labels

Labels are strings that rules add to the web request. You can evaluate labels that are added by rules that run before this
one in the same web ACL.

Match scope
© Label

() Namespace

Match key

Enter the string containing the label name and optional prefix and namespaces. For example, namespacel: name or
awswaf:managed:aws:managed-rule-set:namespacel:name.

Q, awswaf:managed:cloudbric:owasp:XSS_1 x

X Cloudbric OWASP Top 10 Rule Set S/ Label O/ FZ: awswaf:managed:cloudbric:owasp:[Rule 0/£]

- OfA: Rule O/£0] ‘Cloudbric_XXS_1'2/ &2 'awswaf:managed:cloudbric:owasp:XSS_1'=Z & & L/CL
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« Step 4
Statement 2 &= "4.1,01M O 2| HZ|E Rule 0| A 2E 0| Ll @FO| BX| ZHE HSt==E
gojgtL k.

BAl =US Melot== N3 273

St
o
1
Ho
=2
ox
10
rm

- Negate statement results:

- Inspect: RE0| Yot BX| =4 47

AND

NOT Statement 2

Megate statement (NOT)
Select this to match requests that don't satisfy the statement criteria.

Megate stgfement results

Inspect

Choose an inspection option v

X SQL injection 2 XSS(Cross Site Scripting) &&= EX/3}= Rule 0f 2t8f0f AWS WAF tuleMatchDetails £ 1
ZLojA 2%0] A3t EIA] EAHES B2IE = QL)

X I 2/9/ Rule OjA REIO] BtY3H ZF2 =T FH 9 8 awsmkp@cloudbric.com 2.2 2 FAL,

o« Step 5
Rule 0 &X|Sl= AL KT =2 Rule 2| Action € ‘Block’2 2 A st1 [Add rule] HES

MEISIO Rule & F7H =M Q.

Action

Action
Choose an action to take when a request matches the statements abowe.

Allow

0O Block m
Count
CAPTCHA
Challenge
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mailto:awsmkp@cloudbric.com

e Step 6
"4.1,01M o2 X2|$t Rule 20t LIS HEE| =& R4M&2I(Priority)E 27839t 5| [Save]

HES HEiSHO] o2 M2| Rule 285 2= Lt

Set rule priority

Rules

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

' r“‘1 O V E (i O\v}\‘r n

Name Capacity Action
CloudbricCorp-Cloudbric_OWASPTop10RuleSet 1400 Use rule actions
(o] MyExceptionRule_xss_1 2 Block

(15] PUBLIC




5.85%

5.1. X}F 5t= E & (FAQ)

FI

Q. 24 KITHst Rule 0| S8 2QIE 4= QLIR?

Web ACL 2| [Sampled requests] > [Rule inside rule group] 20| Z2ISIHLE Web ACL 24
MAEWCHH [RuleId] 21 ZEO0|A ol 2= USL|CY,

% Sampled requests = X/LF3 AJZF S0 A & XL 100 749 232 BoIg + QU L/}
L ZfABF LIEE2 AWS T ERF CHAIS & RE H4E 275 BZd) TAHLR.
https://docs.aws.amazon.com/ko_kr/waf/latest/developerguide/web-acl-testing-view-sample.html

CH22 Rule 0|5 &2g = A= =

e terminatingRuleld: £

Q™
o
QXS ZF8t= Rule 0] oW 0] 2} % Default_Action ¢ L|C}.

"timestamp™: 1576280412771,
"formatVersion™: 1,
"webaclId": "arn:aws:wafv2:ap-southeast-2:111122223333:regional/webacl/STMTest/1EXAMPLE-2A
"terminatingRuleId": "STMTest_SQLi_XSS",
"terminatingRuleType": "REGULAR",
"action": "BLOCK",
"terminatingRuleMatchDetails": [
{
"conditionType": "SQL_INJECTION",
"sensitivitylevel™: "HIGH",
"location": "HEADER",
"matchedData": [

e RuleId: 281 X3l SR E|X| %2 nonTerminatingMatchingRules 2| Rule ID 2 L|C},
"timestamp":1592357192516

,"formatVersion":1

,"webaclId":"arn:aws :wafv2:us-east-1:123456789012:global/webacl/hello-world/5933d6d9-9dde-js82-vE
,"terminatingRuleld": "Default_Action™

,"terminatingRuleType":"REGULAR"

,taction™ :"ALLOW"

,"terminatingRuleMatchDetails":[]

, "httpSourceName":"-"
,"httpSourceId":"-"
,"ruleGrouplist":[]
,"rateBasedRulelist":[]
,"nonTerminatingMatchingRules":
[{

"ruleId":"TestRule"
,"action" :"COUNT"
5 "ruleMatchDetails":

% L XfMBF LYEE AWS YA} CHAS] 2 OJF|E EZof TAHL.
27 OfA: https://docs.aws.amazon.com/ko_kr/waf/latest/developerguide/logging-examples.html
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https://docs.aws.amazon.com/ko_kr/waf/latest/developerguide/web-acl-testing-view-sample.html
https://docs.aws.amazon.com/ko_kr/waf/latest/developerguide/logging-examples.html

Q. Cloudbric Rule Set 0| HC{Z M L[ =X| &Qle LHo| ASNMa?

AWS WAF £ Block 22 478 & Rule 2t 20| ZX[5tH, 7| ZH 2= 403 Forbidden 2 7S gHatetLIC.
LHERSE XSS 34 oM E 22t X0l 2251 Cloudbric Rule Set 0] H&E|A=X| =Qls) HA 2

e http://your-domain/<script>alert('XSS')</script>

Q. Cloudbric Rule Set ®X| XS £ = A= WHO| ALtR?

712822 AWS WAF Managed Rules | EX| |X[Lt IHEH SO &M =72 AWS Marketplace EHOjX}Q]|
XX MAHHOIH 0|2 371E Z 2 Rule 23] 52| s Zof &2 227t A0 SIHSIX| A&L|Ct

SIX|2F SQL injection S XSS(Cross Site Scripting) 542 & X|st= Rule Of 3t510] AWS WAF
‘ruleMatchDetails’ 21 ZEO|AM Q80| LX|st BX| ZAS =olgt = ASL|CH

e SQL injection 41t &X[ot Rule o BAl =74 21 OfA:

"terminatingRuleId": "STMTest_SQLi_XSS", ,"nonTerminatingMatchingRules":
"terminatingRuleType": "REGULAR", [{
"action": "BLOCK", "ruleId":"TestRule"
"terminatingRuleMatchDetails": [ s raction™:"COUNT™
1{ ,"ruleMatchDetails":
"conditionType": "SQL_INJECTION", [{
"sensitivitylevel™: "HIGH", "conditionType":"SQL_INJECTION™
"location": "HEADER", s 'sensitivitylevel™: "HIGH"
"matchedData™: [ s location": "HEADER"
"ie", , 'matchedData":[
"AND", "1Q"
"1t , tand”
] »"1"]
} H

(X)) RYS ZTZBFRule 2/ L/ (LEZ)RYE TZX L2 Rule 2! L2

o= o
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Q. & A IjEo| BT A2 Cloudbric Rule Set ©X| =& HAS= WHo| ALta?

AWS Of Al Managed Rules AHX| EfX| 242 BESt= 7|e2 A

Okl
Ot
Ral
ne)
i)
-
fiml

8/X|2F AWS WAF Managed Rules = Qo2 B2 DA0|AM BaE ¥S 7|¥oz AaE7| Beo
ho] A¥E 4 U LITH W2t Cloudbric Rule Set 2 A #H0f X 8317
0| O 24 F700] BUEYS E3) 2% $20| %3 4. Cloudbric Rule Set 02| M2, & &1eto] 09

o
o=
Nals 5 Hgots A BHE

2L

ru

AFEAL 20| H= Rule 2780] H{ELHEH S22 EE 2] AWS WAF 20 FH 2 8l 2t2| Mu|AQl

Cloudbric WMS & A3l BE& AT YR YLICH

o Cloudbric WMS 27 H|O|X|: https://www.cloudbric.co.kr/cloudbric-wms/

o Cloudbric WMS E ¢ 29|8}7]|: https://www.cloudbric.co.kr/Z2|5}7|/

Q. Cloudbric Rule Set H7Z Alg2 ofC|of|M ZQleh 5= QALER?

2 EEE 4 FHO[X[0M 2021.11.12 0|2 FH EA|E Cloudbric Rule Set 2| #Z& AtehS ¢rList

X IP Z/8t9/ Cloudbric Rule 8/ &2 IP +4 S%9/ &% E& 2= Rule 0f HEEIP T4 FE0f LfzF HE AFSH2
oHfBIX] Rt L/t

Cloudbric Rule Set for AWS WAF Z2|= - E URL

e KR: https://www.cloudbric.co.kr/cloudbric-managed-rules-for-aws-waf-releas-notes/

e EN: https://www.cloudbric.com/cloudbric-managed-rules-for-aws-waf-release-notes/

e JP: https://www.cloudbric.jp/managed-rules-for-aws-waf-release-notes/
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https://www.cloudbric.co.kr/%EB%AC%B8%EC%9D%98%ED%95%98%EA%B8%B0/
https://www.cloudbric.co.kr/cloudbric-managed-rules-for-aws-waf-releas-notes/
https://www.cloudbric.com/cloudbric-managed-rules-for-aws-waf-release-notes/
https://www.cloudbric.jp/managed-rules-for-aws-waf-release-notes/

Q. Cloudbric Rule Set @& 232 {2 A tsiLta?

AWS Marketplace 2| AWS WAF Managed Rule 2322
Cloudbric Rule Set O] M&%l Web ACL 7|&2 2 ot2fl 2 7§ &5 30| S 1HE LT}

@ Region: Web ACL O| H{Z =l Region ==

@ Requests: Zf Region & 1 840t 74 £E|2 Web ACL 0| =41l Requests ==

Cloudbric OWASP Top 10 Rule Set 22 |4t Of| Al:

o OWASP Top 10 Rule Set 7t2 HE:

Region & $25/ & (AMZHE Hl 2 Hi&)
Z} Region 2| 1 42t Requests & $1/¢
o AR A

T X[ (0l : us-east-1)0f 24t 2 7§ Web ACL 9| Cloudbric Rule Set & H23t1
ot = S0 2 719 Web ACL Of =21El Web Requests 7t 1 Tt QI H 2

us-east-1 Region
@ Region 22: $25.00 * 1 = $25.00
@ Requests 23: $1.00(1 B0t ZA4E) * 10 Requests(1 H Tt ) = $10.00

=3 23(0+®): $35.00
° Al'E:" B:

2 709| XY (0fl: us-east-1, us-west-2)0f 2 2 74 445 web ACL 0l Cloudbric Rule Set 2 &-&3t11
of & SOt X[ 2 72| web ACL Off s=41E Web Requests 7t 2+ 1 HEF 40l 42

us-east-1 Region

@ Region 22: $25.00 * 1 = $25.00

@ Requests 83: $1.00(1 7t AT * 10 Requests(1 T ) = $10.00
us-west-2 Region

® Region 22: $25.00 * 1 = $25.00

@ Requests 83: $1.00(1 7t AT * 10 Requests(1 T 1) = $10.00

Okt

SIF(D+Q+3+®): $70.00
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5.2 Cloudbric OWASP Top 10 Rule §& 449

Rule

48

=k

Buffer Overflow

2 Meof M 22| Buffer Overflow 322 YoZ %= = Kot 2L 2
HOIE7t 2 E Q¥ ES XtEretL(Ch,

Cross Site Scripting (XSS)

il
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re
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=2
>
nx
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ot
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o

SQL Injection

Directory Traversal

a4 MEel FefH S 0[80t0 CIfE 2| W oo &5t s 2
KpEHEL

ﬂJIO

Request Method Filtering

e
=

StX| 22 HTTP Request Method Of CH&}Of XpChetL|Ct,

Request Header Filtering

HEIRMOIM MAXOZ Hif= HTTP Request 221} &2, 3|0
QA9 LFeto|Lt QBT UM ZR, sy 2 ¥ S HIYA

(53t 3% €3 50| a¥)o= YL

fo nE |I*.=°
ot

Stealth Commanding

HTTP Request £ S5t & AMH L] £8 YO E dAstH= 282
KHEreLC.

File Upload

o MHOM dE 7t Theo] §2EE AEetL

XXE Injection

XML ZAM 2| External entity & AFESHY] 22 20| 28 S5 REot=
S5 AHEhefLc.
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